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MOTC
Presentation Notes
Introduce yourself and the program. Say that the Ministry of Transport and Communications developed it to meet the need to spread cyber safety messages at schools and to serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction.
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® Definition - Social Engineering.

® SE Concept Breakdown.

® Human Based Deception.

® Computer or Technology Based Deception.

® Behaviorsvulnerable to SE attacks.
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® How much Impact could this have on US? ® How to be protective against Social Engineering?

® How to evaluate? ® General Advice.

® | ets Role Play! ACT2.
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iY Safe Space

Definition

Social engineering is the ‘art’ of utilizing human behavior to breach security without the participant (or

victim) even realizing that they have been manipulated.
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MOTC
Presentation Notes
Define social engineering as stated by SANs institute and elaborate more on that with further clarifications of your own.



There are two main categories under which all social engineering attempts could be classified -

computer or technology based deception, and human based deception.
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MOTC
Presentation Notes
Here you need to highlight the two main categories for social engineering and may need to elaborate but no much as its covered in the coming slides.

The technology-based approach is to deceive the user into believing that he is interacting with the ‘real’ computer system and get him to provide confidential information. For example, the user gets a popup window, informing him that the computer application has had a problem, and the user will need to re-authenticate in order to proceed. Once, the user provides his ID and password on that popup window, the harm is done.  The hacker who has created the popup now has the user’s ID and password and can access the network and the computer system.

The human approach is done through deception, by taking advantage of the victim’s ignorance, and the natural human inclination to be helpful and liked. For example, the attacker impersonates a person with authority, He places a call to the help desk, and pretends to be a senior Manager, and says that he has forgotten his password and needs to get it reset right away. The help desk person resets the password and gives the new password to the person waiting at the other end of the phone. At the very least, the individual can now access the Personnel systems as if he were the manager, and obtain the social Security numbers and other confidential/private information of several employees. He could of course do more damage to the network itself since he now has access to it.












O L &
iW Safe Space

Social Engineering - Human Based Deception

® Direct approach

v

i.e. tailgating or direct deception.

® Dumpster Diving

v

i.e. get valuable information through the bin.

® Spying and eavesdropping ——» i.e. spy to get your credentials. (also, shoulder surfing)

® Technical Expert

i.e. act as a support technician to access an employee

v

computer information.
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MOTC
Presentation Notes
Here you need to highlight the different kinds of human deception techniques, try to bring real life examples in your discussion to elaborate more on the topic.


Direct Approach

It is 8 pm on Friday evening, and Employee A is working on resolving a critical problem in the Personnel computer system, and is called away by an emergency at home. Employee B, who  has been upset with his manager, offers to help out, and work on the problem. However B does not have access to the system, and there is no time to go through the proper channels to  request the access for B. So A gives B his ID and password, without realizing that B has an ulterior motive in offering to help.  When A is fighting fires at home, B has access to the network,  the database and anything else that A has access to. B can now do what he wishes, and even better, he can do it without having his identity revealed in the process.   




Or take the very  common security problem of tailgating. Joe, who has forgotten his passkey into the building, shadows Barb as she ‘keys in’, and slips in after her. Often Barb does not know Joe, or even notice that Joe has tailgated after her. And more often than not, even if Barb has noticed,  she will not turn around and stop Joe from tailgating. She would not feel comfortable doing that, as it might create a scene in front of others. If Joe is an intruder, he has achieved the first step in his plan - he has gained physical access into the premises.




Dumpster Diving


Who ever throws away junk mail or routine company documents without shredding, could be creating threat. If the junk mail contained personal identification information, or credit card offers that a ‘dumpster diver’ could use in carrying out identity theft. The unsuspecting ‘trash thrower’ could give the Dumpster Diver his break.  


Company phone books and organization charts provide phone numbers  and locations of employees, especially management level employees who  can be impersonated to the hacker’s benefit.  

Procedure and policy manuals can help the hacker to become  knowledgeable about the company’s policies and procedures, and thus be  able to convince the victim about their authenticity.


Calendars are an important source of information about meetings, vacation etc, that the hacker can use to improve his ‘storyline’ when deceiving the unsuspecting secretary. 


In his interview with the BBC News Online, Kevin Mitnick explains, ‘how armed with a little knowledge, a hacker can sound like an employee of a firm and get other workers to inadvertently supply them with enormously useful information.  


The hacker can use a sheet of paper with the Company letterhead to create official looking correspondence.


A hacker can retrieve confidential information from the hard disk of a computer. There are ways to retrieve information from disks, even if the user thinks the data has been ‘deleted’ from the disk.


Here you need to highlight the different kinds of human deception techniques, try to bring real life examples in your discussion to elaborate more on the topic.


Spying and eavesdropping 

A clever spy can determine the id and password by observing a user typing it in. All he needs is to be there behind the user and be able to see his fingers.  If the policy is for the helpdesk to communicate the password to the user via the phone, then if the hacker can eavesdrop or listen in to the conversation, the password has been compromised.  An infrequent computer user may even be in the habit of writing the id and password down, thereby providing the spy with one more avenue to get the information.


Technical expert

Take the case where the intruder posing as a support technician working on a network problem requests the user to let him access her workstation and ‘fix’ the problem. The unsuspecting user, especially if she is not technically savvy, will probably not even ask any questions, or watch while her computer is taken over by the so called technician. Here the user is trying to be helpful and doing his part in trying to fix a problem in the company’s network.
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® Support staff

® The voice of Authority

v

v

=

i.e. a man dressed like the cleaning crew to steal personal
information.
i.e. pretend to be someone in authority to gain access to

confidential information.
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MOTC
Presentation Notes
Here you need to highlight the different kinds of human deception techniques, try to bring real life examples in your discussion to elaborate more on the topic.


Support staff 

How many people would suspect a member of the janitorial staff could hack into the network? A man dressed like the cleaning crew, walks into the work area, carrying cleaning equipment. In the process of appearing to clean your desk area, he can snoop around and get valuable information –  such as passwords, or a confidential file that you have forgotten to lock up, or make a phone call impersonating you from your desk. 


Or take the case of the deceptive telephone repairman. The intruder can  pose as a repairman and walk up to your phone and fiddle around with the instrument, and the wiring etc, and in the process spy on your workplace for valuable information that has been left unsecured.



The voice of Authority

The attacker can call up the company’s computer help desk and pretend to have trouble accessing the system. He claims to be in a very big hurry, and needs his password reset immediately and demands to know the password over the phone. If the attacker adds credence to his story with information that he has picked up from other social engineering methods, the help desk personnel are all the more likely to believe the story and do as requested.



Social Engineering - Computer or Technology
Based Deception

® The Trojan horse » the attacker sends what appears to be harmless email to

random recipients.

v

® The popup window created by the attacker to request the user to enter their

ID and password.
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MOTC
Presentation Notes
Here you need to highlight the different kinds of computer or technology based deception techniques, try to bring real life examples in your discussion to elaborate more on the topic.

The Trojan horse

Like the Trojan horse from Greek mythology, the attacker can send what appears to be harmless email to random recipients. 


One kind of attack is done when the attacker sends an innocuous email attachment that the unsuspecting victim opens, and thereby launches a virus or a worm, which can eventually infect the entire network. The ‘I Love You’ virus and the ‘Anna Kournikova’ worm are examples of these. 


The other kind of attack that targets the user in a similar way is the chainmail email that promises a reward if the recipient forwards it on to n
number of people and a dire outcome otherwise. This appears to be a harmless way to invite good fortune, and the recipient is often tempted to do as suggested. But the result is an exponential load on the network resources, and can bring the network down.


The popup window

The attacker’s rogue program generates a pop up window, saying that the application connectivity was dropped due to network problems, and now the user needs to reenter his id and password to continue with his session. The unsuspecting user promptly does as requested, because he wishes to continue working, and forgets about it. Later he hears that there has been an attack on the system, but never realizes that that he was the one who opened the gate!



Social Engineering - Computer or Technology
Based Deception

® Spear Phishing » an email from a legitimate person you know -
department head, help desk, etc.. Asking for your name

or password.

v

® Phishing emails is used to fraudulently obtain private information.

® IVR/Phone Phishing

v

an IVR that sounds like your bank which asks you on

personal details.
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MOTC
Presentation Notes
Here you need to highlight the different kinds of computer or technology based deception techniques, try to bring real life examples in your discussion to elaborate more on the topic.



Social Engineering - Behaviors Vulnerable to
Social Engineering Attacks
' &

® Trust

v

Direct approach, Technical expert, Spear Phishing, IVR
Phishing.

Desire to be helpful Direct approach, Technical expert, Voice of Authority.

Wish to get something

Trojan horse, Phishing emails.
for nothing

® Curiosity

B
>

Trojan horse, Open email attachments from unknown
senders.
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MOTC
Presentation Notes
Explain what behaviors lead to SE attack.



Social Engineering - Behaviors Vulnerable to

Social Engineering Attacks
' &

® Fear of the unknown, or —— >  Popup window

of losing something

® Ignorance

v

Dumpster diving, Direct approach.

® Carelessness

v

Dumpster diving, Spying and eavesdropping.
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MOTC
Presentation Notes
Explain what behaviors lead to SE attack.



Social Engineering - How much Impact could
this have on US?

o

® Personal information get exposed, stolen, or ® Puts our family at stake.
lost.

® Bad information spread viral on our behalf.
® Get exposed to Identity theft, or Cyber Bullying.

® Bank accounts get hacked.
@® Expose your computer system to viruses.

® Putsusinjail.
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MOTC
Presentation Notes
Here and after you have defined the different types of SE attacks and their relation with our behaviour, you may need to highlight its impact on our lives.




® Why are you being asked for this information?

® |sitcommon to be asked for this sort of information in this format?

® |sthe request coming from a known source?
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MOTC
Presentation Notes
Teach them some questions they need to ask themselves before giving out personal information to people or strangers.


If you receive an email from the school administrator asking for some personal details, you need to know that the school already contains your personal information. Is it common to be asked for this sort of information in this format?




® Know the consequence, if information is not provided?
® Is there pressure to provide your personal information?

® |sthere a way to ask for a call back number to verify?
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MOTC
Presentation Notes
Teach them some questions they need to ask themselves before giving out personal information to people or strangers.



O L &
iY Safe Space

Social Engineering - Let’s Role Play

® ACT2 - Scenario role playing
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MOTC
Presentation Notes
Here you need to divide them in groups of five and distribute two scenarios from handouts on each group. Let them role play the scenarios.
 
Scenario 1:
You received a call from the school administrator claiming that your account information needs to be updated, and he/she asked for your account credentials to verify and update your account. How will you react and what kind of measures you will take right after the call?
This scenario involves two people, receiver (student) and caller (so called IT administrator)
 
Scenario 2:
You received a call from someone claiming to be your Dad’s bank, and he/ she asked you for some information about you or your Dad. What are the possible consequences, and how you should you react? and what kind of measures you will take right after the call?
This scenario involves two people, recipient (student) and sender (so called banker)
 
Scenario 3:
Someone identifies him/ herself as related to your classmate and want to enter the school premises with you. What are the possible consequences, and how you should you react?
This scenario involves two people, (student) and (so called classmate relative)
 
Scenario 4:
You found a USB stick in the computer lab of the school and on the USB stick, there was written “Win the Prize” or “Nice Gift” or something like “for my girl friend”. What are the consequences, and how you should you react?
This scenario involves two people, a person who left the USB stick and the other who found it in the lab.
 
Scenario 5:
Someone asked you for your phone because his/ her phones battery drained or lost. What are the possible consequences, and how you should you react?
This scenario involves two people, recipient and requester.
 
Scenario 6:
Somebody you don’t know well offered to drive you home. What are the possible consequences, and how you should you react?
This scenario involves two people, a person who offered a ride, and the recipient.
 
Scenario 7:
You are standing right at the ATM machine to withdraw some cash and before your start typing some information you found somebody close to you. What are the possible consequences, and how you should you react?
 
Scenario 8:
You’re home alone and you got a phone call from somebody you don’t know and he asked after your Dad for some URGENT issue related to work or something. What are the possible consequences, and how you should you react?
 
Scenario 9:
You have your phone with no password protection and you left it unattended at the lab or in the bathroom during break time. What are the possible consequences, and what you should have done differently to eliminate the risk?
 
Scenario 10:
You finished your assignment at the computer lab and saved it and printed it. What are the possible consequences, and what you should have done differently to eliminate the risk?



Social Engineering - How to be protective
against Social Engineering?

.

On the internet:

® Do not click on any attachment in an email coming from an unknown source.

® Recognize that banks and IT administrators will never ask for passwords or PIN numbers

over email or even in person.
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MOTC
Presentation Notes
Here you need to highlight and advocate them on how to be more protective when it comes to either online or offline communication by giving them some tips and advice.



]

Social Engineering - How to be protective
against Social Engineering?

.

On the internet:

® Maintain different passwords for different online services and ensure a strong password.

® Always validate the source who is asking your information over email/phone.

® Install a premium antivirus software which will alert spam, virus and malware affected files.
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MOTC
Presentation Notes
Here you need to highlight and advocate them on how to be more protective when it comes to either online or offline communication by giving them some tips and advice.



Social Engineering - How to be protective
against Social Engineering?

.

When in person:
® Never be pressurized to share your information when someone says “l know you? You didn't

recognize me?”.

® Never give your phone to anyone under any pretext such as ( battery discharged or lost).
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MOTC
Presentation Notes
Here you need to highlight and advocate them on how to be more protective when it comes to either online or offline communication by giving them some tips and advice.



Social Engineering - How to be protective
against Social Engineering?

.

When in person:

® Never ask strangers to come home in your parents’ absence.

® Always ensure that your cell phone or smart devices are password secured.
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MOTC
Presentation Notes
Here you need to highlight and advocate them on how to be more protective when it comes to either online or offline communication by giving them some tips and advice.



Social Engineering - How to be protective
against Social Engineering?

.

When in person:

® Always be cautious of your surroundings when you are viewing your personal information.

® Never connect a USB which you found unattended.
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MOTC
Presentation Notes
Here you need to highlight and advocate them on how to be more protective when it comes to either online or offline communication by giving them some tips and advice.



E

Social Engineering - How to be protective
against Social Engineering?

.

When in person:
® Never leave your bag with personal identifiable information unattended while playing

at the ground.

® Always shred documents that have your name and address on it before discarding them.
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MOTC
Presentation Notes
Here you need to highlight and advocate them on how to be more protective when it comes to either online or offline communication by giving them some tips and advice.



Social Engineering - How to be protective
against Social Engineering?

.

When in person:

® Always store important confidential documents in locked cupboards.
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MOTC
Presentation Notes
Here you need to highlight and advocate them on how to be more protective when it comes to either online or offline communication by giving them some tips and advice.



® Don't trust anyone that you haven't met in real life.

® Don't give out credentials to anyone, no matter how much authorities they have.

® Don'ttrust any link you see, verify first.
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MOTC
Presentation Notes
Highlight key points on how a person could be little more cautious when it comes to social engineering. 



® Before your write your password, check first if someone is surfing your shoulder.

® Shred confidential information before you dump it in the trash.
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MOTC
Presentation Notes
Highlight key points on how a person could be little more cautious when it comes to social engineering. 
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Thank you

For more information,
please contact us at info@safespace.qa
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