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MOTC
Notes
Introduce yourself and the program. Say that the Ministry of Transport and Communications has developed it to meet the need to spread cyber safety messages at schools and to serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction.You may want to use the icebreaker ACT 1 at this stage.



2
S T U D E N T ’ S  W O R K S H O P
I N T E R N E T  P R I V A C YDIGITAL LITERACY 

CURRICULUM

Don't reveal too much information about 

yourself.

Always Keep private information private at 

all times.

Take Precautions when approached by 

strangers!

Follow rules.

Internet Privacy – How to be Safe in Reality?

Is it also important to keep safe online and why?

MOTC
Notes
Here talk about safety from health and society perspective and try to make the relation with today’s topic like talking about drugs and addiction in real world. After you demonstrate couple of ways that could keep you and your family  safe in the real world and talking about safety from an addiction perspective, you can now highlight the importance of safety in the internet world and seek their answers and ask them would they think it is important. 
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Cyber Safety refers to practices and precautions you should observe and consider when using the 

Internet, so as to ensure that your personal safety, the safety of your information and your computer 

remain safe and secure. 

Internet Privacy – What is Cyber Safety?

MOTC
Notes
Introduce the term. Wait for their answers first.
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Activity 2 (group work) – List 8 online threats

Internet Privacy – Is Cyber Safety Important? 
(ACT 2)

MOTC
Notes
Let’s define and list the major online threats in today’s world.Divide them in groups and ask them to list most of the online threats.Expectations:Cyber Bullying Internet AddictionCyber StalkingCyber HarassmentSpammingPhishing…
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What is Privacy?

What are Privacy Settings?

What can we do about it?

Quick tips on Privacy!

Characteristics of a Strong P@ssw0rd.

How to Create a Strong P@ssw0rd?

Wrap Up - Brain Storm Privacy (mind map).

Internet Privacy – Workshop Objectives?

MOTC
Notes
Walk them through the agenda very quickly.
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Internet Privacy – Definitions

Privacy is the state of control a person could have on their information whether it is online or offline. 

Having the control to decide who sees? and What is seen?

MOTC
Notes
Generally talk about privacy and define what is acceptable and what is NOT. 
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Internet Privacy – Definitions

Privacy Settings are the parameters which determine others’ access to your account information.

Do not rely on what “everyone says”. Use your own judgment and sense of modesty. 

MOTC
Notes
Some services want you to enter a lot of personal data. You might choose not to register with them at all but sometimes you really want it and have no choice but to provide the data. In such cases make sure there is a possibility of hiding some of it. EXPLANATION – next to for example birth date there should be a tick box saying “hide your birth date”.Looking for privacy settings of any service you should be looking for icons similar to those presented above.Privacy settings should not be set once and forever. Using social networking or any other services people should open the privacy settings once in a while and check if the adjustments are still satisfactory for them. Together with different updates new options of privacy settings can also be introduced and we should stay up-to-date with the possibilities we get.Privacy settings are just one of the ways of protection – we shouldn’t forget about antiviruses, strong passwords and being simply careful with whatever we do online. Privacy settings protect us from the external influence or access but they do not decide for us what to do or what not to do!Use the handouts on privacy settings and parental controls from the workshops.Change the slide.
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Activity 3 (Group work) 

Classify information between – Private/Public.

What to Publish.

What to keep locked.

Define who could see what.

Internet Privacy – What can we do about it? 
(ACT 3) 

MOTC
Notes
Divide them in groups of five and pass on flip chart, pen or marker.  Ask each group to take ten minutes to go through the list of questions to define how they could secure their privacy online and offline.  The objective is to help them find all the ways they could utilize to secure their privacy, help them define the difference between their private/ public information, let them decide what should be published and what should be kept private, define access rights.Let every group to pick one to present the outcome in two to three minutes. Highlight at the end that this how you can set your own rules. Remember its is your “online territory”.
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Create strong passwords and remember to 

sign-out.

Before you open any link – right click and 

check:

URL address location.

If unknown don’t click!

Install reliable anti-virus software on your 

computer and upgrade them regularly to 

prevent computer virus.

Use secure browsing (HTTPS) whenever 

possible.

Internet Privacy – Quick Tips on Privacy!

MOTC
Notes
Show them some examples if possible...
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At least 8 characters—the more characters, the better.

A mixture of both uppercase and lowercase letters.

A mixture of letters and numbers.

Inclusion of at least one special character, e.g., ! @ # ? ]

Internet Privacy – Characteristics of A Strong 
P@ssw0rd

Note: do not use < or > in your password, as both can cause problems in Web browsers.

MOTC
Notes
Here you need to define the  Characteristics of a Strong P@ssw0rd and before you show them the slide, try having their answers first and then show the slide to confirm understanding or help them find out if they don’t clues.
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Internet Privacy – How to Create a Strong 
P@ssw0rd? (ACT 4)

Activity 4 (Pair work)

Password creation methodology.

MOTC
Notes
Teach how to create a strong password in two ways (Questions, shifting keys) and then divide  them in pairs and ask them to take five minutes to build a very strong password.“Easy to remember, hard to guess”. After that, ask each pair to present the outcome in less than a minute. At the end highlight how important to have a strong password and ask them to go back to their homes and do the same.
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Online Reputation Management – Wrap up 
(ACT 5) 

Activity 5 (Mind mapping) 

Brainstorm Privacy

MOTC
Notes
Mind map manually.
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Internet Privacy – Any Questions?
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Thank you

For more information,
please contact us at info@safespace.qa
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