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STUDENT’'S WORKSHOP

IDENTITY THEFT



MOTC
Notes
Introduce yourself and the program. Say that MOTC developed it to meet the need to spread cyber safety messages at schools with parents, students and teachers as the target audience of the program. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction. 
Change the slide.



® Don't accept rides from friends without telling a guardian first.

® Always say no if a friend offers you drugs or cigarettes, especially if you're underage.

® Do the smart thing. Using drugs puts your health, education, family ties and social life at risk.

Is it also important to keep safe online and why?
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MOTC
Notes
Here talk about safety from health and society perspective and try to make the relation with today’s topic like talking about drugs and addiction in real world. 

After you demonstrate couple of ways that could keep you and your family  safe in the real world and talking about safety from an addiction perspective, you can now highlight the importance of safety in the internet world and seek their answers and ask them would they think it is important. 



Cyber Safety refers to practices and precautions you should observe and consider doing when using
the Internet, so as to ensure that your personal safety, the safety of your information and your

computer remain safe and secure.
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MOTC
Notes
Introduce the term. Wait for their answers first.


Identity Theft - Is Cyber Safety Important?
(ACT 2)

® Activity 2 (group work) - List 8 online threats.
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MOTC
Notes
very good lets define and list the major online threats in today’s world.

Divide them in groups and ask them to list most of the online threats.

Expectations:

Cyber Bullying 
Internet Addiction
Cyber Stalking
Cyber Harassment
Spamming
Phishing
…



@ Identity Theft - Definition.

® Identity Fraud - Definition.

® Information You Have And They look for.
® Common Types of ID theft.

® Things Might Put US in danger.
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® Caution Tips.

® Define Situations and How to React (ACT 3).

® Wrap Up - Brain Storm ID theft (ACT 4).



MOTC
Notes
Walk them through the agenda very quickly.


iY Safe Space

Identity Theft

® Identity theft occurs when someone steals your personal information and uses it to pretend to
be you without your knowledge.

Source:
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http://www.consumer.ftc.gov/features/feature-0014-identity-theft

iY Safe Space

Identity Theft

® Identity fraud happens when the person who has stolen your information uses it to scam
people.
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Identity Theft - Information You Have and
They Look For

Private & Public Information:

® Family Pictures ® Email & Password ® Computer Password
® QatarilD number ® Residential address ® Privilege you have on the
computer
® Credit Card Details ® Full Name
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MOTC
Notes
First, you may need to view the title and then ask participants to shout loud the answers while you write them all on the white board.  After you’ve  gathered all the answers, show them the rest of the slide which may add or delete to what they mentioned already.



iY Safe Space

Identity Theft

® Creation of accounts in another person’s name. @ Apply for driving license on another person’s

name.
® Apply for loan in another person’s name.

® C(reate a fake identity on the internet.
® Applying for credit cards fraudulently on

another person’s name.
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® Weak passwords.
® [eft out wallets or purse.

® Lostcards.
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® Lostkeys.

® |eftdocumentsin a trash.

® Phishing emails and websites.


MOTC
Notes
Shout out the bullets and ask them for more things and/ or ideas to cover.  Ask them, what things may put you and your family at risk if you don’t take care of.
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® Take care of your bank accounts.
® Check your credit report more frequently.
® Protect your personal information and belongings.

® Get aware with the common scenarios and tactics currently used by identifying thieves so you

can avoid falling prey to their schemes.
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MOTC
Notes
Let them listen and participate.


Identity Theft - Different Situations and How
to React (ACT 3)

Activity 3 (Group Work)
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MOTC
Notes
The activity is that you’re being asked by a person the following questions and we’d like to know your answers.


Split them in groups of five and present the questions to each group. After 10 minutes. Let them present the outcome and ask them to justify their answers.  


If their answers were wrong, let them know the right answer and try to show them an example of a situation, like in real life how would it work.

Questions are as follow:


Bothered by Bogus Banking Banter?
	
	You receive an email from your bank informing you that it suspects an unauthorized transaction on your account. To protect your account, the email advises you to click on a 	link to verify your identity. Should you do so?


No way – the whole thing sounds ‘phishy’! If you’re concerned about your account, contact your bank directly using a phone number or web address you know is genuine.
Yes. If someone is using your bank account, you don’t have a second to lose. Immediately click on the link to verify your identity.
Yes – but first you should make sure the message looks like its legitimate.

Attack of the Pop-ups?
	
	You’re surfing the web when you see a pop-up message from your Internet Service Provider (ISP) saying that it needs you to click on a link to verify or update your account 	information.  Should you comply?
	
It sounds like a reasonable request, so click on the link to see what type of information they need from you, and follow the instructions.
Just say no. Legitimate companies, including ISPs, never ask for this information via pop-up ads or email.
Reply immediately. If you don’t cooperate, you could run the risk of losing all you email messages, and possibly even being permanently disconnected from the internet.


So you swallowed the bait,,, now what?
	
	Despite all your precautions lets say you suspect that you’ve been ‘phished’ – and provided personal or financial information to someone masquerading as your ISP,  bank, 	online payment services, or even a government agency. What should you do?

Not to worry. Because you gave your information in good faith, there’s no way doing so could cause any problem.
Contact your local marine sports licensing board to see whether the company has a valid phishing license.
First, file a complaint at ftc.gov or at a police office. Then, since phishing victims can also become victims of ID theft, visit the FTC ID theft website for more information, at www.consumer.gov/idtheft

Is it safe?
	
	Let’s say you work for an organization with an excellent IT department. Your network administrator sends you an email warning of a security breach and asking you to confirm 	your password by entering it into a secure website. What should you do?


Don’t share your password. Report the incident by calling your IT department.
Don’t enter your password on the site. Instead, send your reply by email to the sender.
Immediately enter your password on the site. You can always trust emails from your own organizations.


A Shocking Statement?
	
	A security firm sends you an email and suggests several ways to avoid getting hooked by a phishing scam, including reviewing credit card and bank account statements as soon 	as you receive them.  How can this help you avoid being scammed?


It’s a quick way to make sure you’re solvent. If you have money in the bank, or credit, you’re still a player!
By reviewing your statements for unauthorized charges, you can know quickly whether someone has started using your account. If this happens, you can alert authorities and stop the problem before more damage occurs.
It’s not that it helps directly, but it will give you something to do while waiting to see if the scammers have drained your account.





Reference: (“Phishing Scams (Game)”: <http://www.onguardonline.gov/media/game-0011-phishing-scams>, Monday, 16th, 2013)





Identity Theft - Wrap Up (ACT 4)

»

Activity 4 (Mind mapping)
® Brain storm Identity Theft.
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Thank you

For more information,
please contact us at info@safespace.qa
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