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STUDENT’'S WORKSHOP

DIGITAL GAMES



MOTC
Notes
Introduce yourself and the workshop. Say that MOTC developed it to meet the need to spread cyber safety messages at schools. Highlight the need to spread the knowledge about safe and unsafe behaviour online in school communities. Make it a brief introduction. 



Introduce the topic “Digital Games”. ® How to stay in control when playing online

What are the popular kinds of online games? games?

Who can be a player? ® What to do when exposed to harm online?

How to decide on the right game? ® Who and where to ask for help?

How to have fun gaming while preserving

Privacy?
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MOTC
Notes
Walk them through the workshop objectives. You may add a little on each topic, but not too much as it will be explain in great depth later.
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Digital Games - Definition

A Digital game is a game that is played over some form of computer network, using a personal
computer or mobile phone devices, or video game consoles.
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MOTC
Notes
This is a slide where you have an opportunity to explain what an online/internet game is. 
 
Tell the participants that in the past there were also games where the involved devices were connected via internal network rather than internet. This is usually not the case nowadays. 
 
Players of internet games very often also socialize via different networks. Sometimes those networks are devoted to this particular game but very often they simply use general networks as Facebook. This mixing of gaming and social networking and sometimes also skyping leads to a situation where especially younger internet users might get a bit confused. Having a large number of gaming “friends” online and interacting with them in different ways may sometimes cause false impression of this whole situation being real. So, we mustn’t forget and we should keep reminding our children and students that relations in cyber space aren’t often what they seem to be.
 
Very often people pretend to be someone else online than in real life. They live a parallel online life and present to others in a certain way. It doesn’t mean we cannot interact online, but it means we have to be careful and better not mix gaming with regular social network socializing.
 
The biggest problem with online gaming communities is that sometimes they become a space for the internet offenders to find their prey. 
 
Especially young children get very emotional when playing games and therefore more likely to forget about “common sense”. They tend to reveal personal data and talk to strangers as family just because online they are for example siblings. This is a very dangerous situation and there were cases where the predators took advantage of immaturity and low life experience of children and teenagers.


WERLED

AFT

® MMORPG - MMORPG stands for "massively ® Shooting Games - they involve a lot of
multiplayer online role-playing action and adventure but many can also
game". World of Warcraft is by far the most include a lot of violence.

well-known game of this nature. .
® Educational games - the games meant to

® Action and Adventure - these are teach skills or develop different capabilities,
designed for players of all ages and there such as critical thinking, mind mapping, etc.
are many different games to choose from.

® Strategy Games - designed for those who
enjoy a good mental challenge.
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MOTC
Notes
ACT 2: Group Discussions – Participants to list all games they played or still playing under the five different categories..

Kinds of games presented on these slides are only a small sample of the whole variety of different categories. Ask the participants to name more and categorize them as they wish. Encourage discussion. Remind the participants of the old games they know from the past. How were they different? The graphics maybe, the goal of the game, the sound was different. What is better in the new games? And what is bad about them?

Most of the answers will probably be that the quality and colors and effects are better and bad things are higher violence, lack of space for imagination, complexity leading to time waste.
Change the slide



(ACT 3)
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MOTC
Notes
ACT 3: Group Discussions – Participants need to know that people may claim to be someone and they turn out to be somebody else..

Ask participants to look at the pictures and answer the question. Encourage discussion. The conclusion should be that anyone can be a player and therefore when playing we have to be careful as we cannot be sure who we speak to. A person claiming to be our age and from the same neighborhood might as well be a dangerous convict playing on a prison computer. It doesn’t necessarily have to be like this but we have to keep in mind that it is possible. And therefore this is a very important issue we have to consider when chatting with other players online…
Change the slide
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Digital Games - How to Decide on the Right
Game?

Ratings by ESRB tackle three different areas:
® Rating Categories - suggest age suitability.

® Content Descriptors - Indicate content that may have triggered a particular rating and/or may be
of interest or concern, such as: Alcohol Reference, Cartoon Violence, etc.

® Interactive Elements - Inform about interactive aspects of a product, including users' ability to
interact, the sharing of users' location with other users, or the fact that personal information may be
shared with third parties.

Source: http://www.esrb.org/ratings/ratings_guide.jsp
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MOTC
Notes
Talk to them about the Entertainment Software Rating Board (ESRB). Tell them this is how we can rate different games based on the criteria listed above. 


http://www.esrb.org/ratings/ratings_guide.jsp
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Digital Games - How to Have Fun Gaming
While Preserving Privacy? (ACT 4)

Personal Details:
® Some habits

® Phone number

@ Salary or contract details
® Passportor ID number
[

Bank account details
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Pictures
Age
PIN
Address

Passwords

Exact location

Secrets

Fears

Information about family
members


MOTC
Notes
ACT 4: Group Work – Participants to list down on Flipcharts the different kinds of information they shouldn’t reveal online..

Ask participants what kind of information can we consider to be personal details? Any that might be later used to destroy our privacy and hurt us. Some of the examples given above are obvious but for example “Some habits” need explanation. Habits like “walking every Sunday in a red hat along a specific street” can help a potential offender to find us and therefore are not safe to be published. Secrets like “I keep my money in the garden under the pink bush” are also not the best information to be shared online. Fears can help for example potential bullies. “I am afraid of spiders and wouldn’t like to find one in my backpack” sounds a bit like an invitation for a bully.
There are a lot more issues to be considered as well but the range of terms and information we can call personal details is very wide and we all have to decide for ourselves and our children.
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Digital Games - How to Stay In Control When
Playing Online Games? (ACT 5)

® Respect other players.
® Keep an eye out for game ratings.
® Remember, there is no wrong in losing!

® Don't upset others to get ahead.
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MOTC
Notes
ACT 5 - Group Work – How to Stay in Control and What to Do When Exposed?

Hide the slide details. Divide the class in two different groups; group A and group B. In each group, divide participants in two sub-groups; 1 and 2.  Group A will brainstorm “how to stay in control when playing online games and group B will brainstorm “what to do when exposed to harm online”. Five minutes for each sub-group to brainstorm. One from each sub-group is to present the outcome in 2 minutes. 
	
At the end of the activity show them the slide details of slide 8, and 9. Highlight that there are many other ways we can to do to take control when gaming online. 
 
After that, show them the slide details of slide 10. Highlight that what we brainstormed today was great, however, there are many other ways we can react when exposed to harm online.  
 
Encourage them to check for more ways online in their spare time. 
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Digital Games - How to Stay In Control When
Playing Online Games? (ACT 5)

® Don't neglect family and friends.
® Remember to finish up your homework first.

® Take a break!
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MOTC
Notes
ACT 5 - Group Work – How to Stay in Control and What to Do When Exposed?

Hide the slide details. Divide the class in two different groups; group A and group B. In each group, divide participants in two sub-groups; 1 and 2.  Group A will brainstorm “how to stay in control when playing online games and group B will brainstorm “what to do when exposed to harm online”. Five minutes for each sub-group to brainstorm. One from each sub-group is to present the outcome in 2 minutes. 
	
At the end of the activity show them the slide details of slide 8, and 9. Highlight that there are many other ways we can to do to take control when gaming online. 
 
After that, show them the slide details of slide 10. Highlight that what we brainstormed today was great, however, there are many other ways we can react when exposed to harm online.  
 
Encourage them to check for more ways online in their spare time. 




Digital Games - What to Do When Exposed to
Harm Online

® Take evidence.

@® Speakto your parent or teacher.

® Don'treply back to text messages. ® Revisit privacy settings.

® Block user or mute feature such as video

sharing.
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MOTC
Notes
Activity – what to do.. Brainstorming.



Digital Games - What Have We Learned During
This Workshop?

® What are digital games?

® What to do when we get exposed to harm

_ online?
® How can we choose the right game for us?

® Who and where we can ask for help?
® How can we preserve our privacy while gaming

online?
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MOTC
Notes
Encourage participants to answer those questions. If they are not willing to answer – tell them. Use previous slides to help you assist the participants.
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Thank you

For more information,
please contact us at info@safespace.qa
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