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ICT
Notes
Introduce yourself and the program. Talk about the Training Suite as a set of workshops designed by the Ministry of Transport and Communications Cyber Safety Team to serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction but remember to introduce yourself and the Ministry of Transport and Communications. If you are a parent too – mention it. Some of the parents will like the fact you have similar experience. Remember you have to mention that this workshop was designed to guide parents through different protection functionalities. Name some of the threats awaiting their children online (e.g. cyber bullying, waste of time, addiction etc)
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Parental Conrtols – For your computer 



ICT
Notes
Tell parents to find the “START” button and access the Control Panel. Tell them this is a button they will always need when planning to adjust their own or their children's’ computer security settings. This is a place from which you distribute authorization, choose default devices etc. Click Control Panel and present the next slide.




ICT
Notes
Focus on User Accounts and Family Safety button. Tell parents there is a possibility of adding accounts and adjusting settings for each user separately. This is a place where they can decide what limitations they want to impose on other users of the device. Ask participants to set up a new account for the purpose of this training.  They will be able to use it later as their children’s account. After the participants set up an account ask them to go to parental controls




ICT
Notes
Remind parents they can only adjust parental controls for newly created accounts and not for the Administrator account. Ask everyone to click the Parental Controls button.




ICT
Notes
Remind participants the Parental Controls cannot be set for an Administrator. The Administrator is the person who adjusts the settings and is responsible for whatever is happening with the computer. Therefore his/her account should be protected with a password and has access to all functionalities of the device. At home the Administrator is usually one of the parents. Knowing that, we create a separate account for our children. We can also create a separate account for each of them. Go to the next slide.




ICT
Notes
Ask participants to go to User Controls of the created account and enable Parental Controls. Explore the Parental Controls with the users. Encourage discussion about the pros and cons of different settings. Tell parents if they want to explore Parental Controls on their own they are more than welcome to do it at any suitable time at home. They can either go to the Parental Controls section and just try different options or go to Google and type parental controls. They will find a lot of hints and even video tutorials over there. Go to the next slide





ICT
Notes
Tell participants that here you can adjust the time schedule where the child can be able to access the computer.  Remind them that this is entirely based on the child’s weekly schedule, including sleeping and playing habits. And go to next slide.




ICT
Notes
Tell participants that here the “Time Limits” is on as we’ve activated it. And go to next slide.





ICT
Notes
Tell participants that here is where we can adjust the “games controls” section where we can adjust which games your child can play. And go to next slide.





ICT
Notes
Here we can block games with no rating categories. And we can also limit the games related to certain age categories as mentioned on the slide. And go to next slide.





ICT
Notes
Here is another option to block certain games installed on the machine if you couldn’t block it through rating and categories. And go to next slide.




ICT
Notes
No games installed.




ICT
Notes
This is the result of changing the games control section.  Now let’s see how we can allow or block specific programs.




ICT
Notes
Tell participants that their child can play all programs or you can adjust certain programs to be available for their use, such as office applications, word, excel, etc..




ICT
Notes
Here to select specific programs. And go to next slide.





ICT
Notes
Now,  program limits has been applied. And go to next slide.
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Social Networks – how to make them safer? 

ICT
Notes
Ask parents what they think social networks are. Explain those are online communities of people connected by areas of interest or professional background or having other features in common that join particular networks to socialize, exchange experiences and present their activities. Presented logos Facebook (general informal socializing) and Twitter (specific kind of short-text based network devoted to writing about current events, exchanging thoughts and sometimes broadcasting yourself). Tell the participants that because Facebook and Twitter seem to be the most popular and widely used we have decided to focus on them in this workshop. Ask participants to open Twitter if they have an account. If not – ask them to group with people who do. Go to the next slide.
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Social Networks – Facebook 



ICT
Notes
Ask participants to find the settings section (as shown on the slide) and pick Privacy Settings.  Go to the next slide.




ICT
Notes
Explore the settings together with participants. It is very clear and simple. Just read the descriptions and choose the options you find best for yourself. Use your time wisely. If you don’t have too much time – show an example to participants and proceed to the next slide. Encourage participants to explore on their own after the workshop. Give the Guide to Facebook to participants an encourage them to explore Facebook using it after the workshop.
Tell the participants you are going to show them how to look for information online. Go to the next slide.




ICT
Notes
Here tell participants that we’re looking at the section called “Who can see my future posts?” which will help you define who can see your posts on Facebook whether friends, the public, or specific groups.




ICT
Notes
Here tell participants that we’re looking at the section called “Who can contact me?” which will help you define who can send you messages and friend requests.




ICT
Notes
Here tell participants that we’re looking at the section called “How do I stop someone from bothering me?” which will help you define who you can block using only their email address.
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Social Networks – Twitter 



ICT
Notes
Show a Twitter account on the screen, explain what are tweets (the written statements), following (people followed by the account owner), followers (people who follow the account owner). Ask participants to open settings (shown on the slide). Explain this is where parents can increase the level of protection of their children’s account. Ask participants to click on settings. Go to the next slide.




ICT
Notes
This is the account settings.




ICT
Notes
This is where we can adjust login verification, reset password, and login using a code sent to your phone.  Go to next slide.




ICT
Notes
Point to the pointed areas. 
At the beginning is the location. Encourage discussion on whether or not this is good for their children to reveal their location while tweeting. Ask participants to choose what they want and do it.
Second is the sensitive content. This might mean all kinds of sensitivities. Most of the parents do not wish for their children to be exposed to sensitive content as this might be culturally inappropriate, violent or offensive. Ask the participants to choose and mark their choice.
Third is protecting the tweets. This functionality helps you make sure your child’s posts are only visible to certain people. Ask participants what they think. Are there people who shouldn’t be able to see their children tweets? Who would those people be? Ask them to mark their choice.
Encourage participants to explore more on their own. Go to the next slide
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Safe Search – How to adjust safe search on 
Google and Youtube 
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Safe Search – Google 



ICT
Notes
This is Google. A search engine. To find it you have to type www.google.com in your browser. Show it to the participants. Tell them where actually they need to type and how should they do it. Ask participants to find a definition of a search engine typing it into Google. Listen to the answers. Tell participants the search engine is a very quick and very effective means of getting information. Ask them to look for their own names and surnames. They can also try googling their children (googling is a verb created to describe the act of looking for something on Google). Tell the participants there is a lot of things young people are googling everyday and we as parents often want to know what are those things. And this is not just curiosity. This is parental duty to keep our children safe. So what can we do? The best way is to ask. But there are times when we loose some of our trust and just need to check some of the information. What do we do then? We can try checking the browsing history. 
Go to the next slide.




ICT
Notes
Ask participants to sign in if they have google account or follow what you are doing on the projector. Change the slide




ICT
Notes
Now you’re signed in. change the slide




ICT
Notes
We will get a view like this. Click on the settings icon and choose Search settings by clicking too. Change the slide




ICT
Notes
This is where you can adjust the safe search settings. Go to next slide.




ICT
Notes
You will have a view like this. Ask participants to check “Turn on SafeSearch”.  


Google SafeSearch
SafeSearch is designed to screen sites that contain sexually explicit content and remove them from your search results. While no filter is 100% accurate, SafeSearch helps you avoid content you may prefer not to see or would rather your children did not stumble across.
By default, Moderate SafeSearch is turned on, which helps keep explicit images out of your search results. If you prefer, you can change your setting to Strict filtering to help filter out explicit text as well as images.
Learn how to modify your computer’s SafeSearch settings


Ref: http://www.google.com/goodtoknow/familysafety/tools/






ICT
Notes
Now, its turned on. Go to next slide.
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Safe Search – Youtube 



ICT
Notes
Ask participants to keep signed in to their Google account and go to YouTube website. If they don’t have one then ask them to follow the steps being demonstrated on the projector.


YouTube is a video-sharing website headquartered in San Bruno, California, United States. The service was created by three former PayPal employees in February 2005. In November 2006, it was bought by Google for US$1.65 billion. Wikipedia


Ref: https://www.google.com/webhp?sourceid=chrome-instant&rlz=1C1CHMO_enQA550QA550&ion=1&espv=2&ie=UTF-8#safe=active&q=What+is+youtube






ICT
Notes
Ask participants to the scroll down till the very end of the page till they find the toolbar at the bottom of the page.  Ask them to turn click on “Safety Off”. Change slide




ICT
Notes
Ask participants to click on the “on” sign and then save.  Change slide.




ICT
Notes
Ask participants to click on the “on” sign and then save.  Change slide.





ICT
Notes
Now the Safe Search is turned on. Change slide to conclude workshop.
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Cyber Safety – What we have learned? 

  

How to adjust Parental Controls  
 
How to adjust Privacy Settings on Facebook and Twitter 
 
How to adjust Safe Search on Google and YouTube 
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Thank you 

For more information, 

please contact us at info@safespace.qa 




