DIGITAL LITERACY
CURRICULUM

STUDENT’'’S WORKSHOP
CYBER SAFETY AWARENESS



MOTC
Note
Introduce yourself and the program. Say that the Ministry of Transport and Communications developed it to meet the need to spread cyber safety messages at schools and to better serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction.
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Cyber safety consists of two words - “cyber” and “safety”.

® Cyber is anything digital, so all devices we use for communications with others.

@ Safety is a state of being protected, free of harm, comfortable and peaceful.
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MOTC
Note
Divide participants into groups of 4-5. Ask them to look at the pictures and keep  them in mind try and explain what cyber safety is. Ask them to write their ideas on flipcharts and then present them to the whole group. If you notice some of the participants are less active during this activity – try and support them. Give them hints about “safety” – that to be safe means to be comfortable and free from dangers and threats, .That we feel safe when no one hurts us. That when someone steals something from us we don’t feel safe etc. Give them hints about “cyber” – that “cyber” is everything digital, connected to technology and devices. That we will use the word “cyber” in reference to mobiles, smartphones, PCs and all other devices people use to interact with others and send and receive information. REMEMBER! Those are only hints for you to use if you need it. This activity is about students eliciting their ideas, not you giving additional lecture – tell some of those hints only if you feel otherwise the group cannot think of a single idea.
Once the groups finish their work – summarize. Give a lot of positive feedback. Listen to all groups. Change the slide
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Safe and responsible use of Information and Communication Technologies

® Talking about good things about technology to convince people.
Telling people about risks and finding ways to stay safe.

Finding ways to protect other IT users.

Participating in workshops, lectures and events connected to cyber safety.
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MOTC
Note
Continue your summary giving the description from this slide. Give examples – “talking about good things” is about showing people who don’t like technology that there are a lot of benefits from using it (online learning, sending emails etc), explaining the risks is about keeping people informed and about being responsible for each other, finding ways to protect others is about knowing the procedures of reporting malware, knowing who to ask for help, knowing what programs to use for protection etc, the last point is about learning and constantly updating one’s knowledge to be tech savvy and to be able to exchange experiences with other people interested in IT. 
ACTIVITY 3 Ask students to divide into two groups and present the ideal safety model for a school (what a school “needs” to be safe). Ask one group to try and come up with students’ ideas and the other group – to try and pretend to be teachers. Give them flipcharts and encourage THEM to write and draw. (example – fire exits, security, locks, rules). Then ask students to add a couple of ideas connected strictly to cyber safety at school. Summarize highlighting the role of safety in life and saying that a lot of things teachers and students find safe are similar and that’s why it is important to work together to ensure safety at school. Go to the next slide
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Cyber Safety - Useful vocabulary

® Cyber bullying - insulting or being mean to ® Digital fingerprint - a mark you leave on the
other people on the Internet or via mobile Internet each time you use it.
phone.

® Privacy settings - settings that allow you to
® Online reputation - the opinion about manage personal information you put online.
yourself you build online.
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MOTC
Note
Talk about the terms and give examples – DF – your PC can be tracked by a special identification number (IP) and everything you post can be identified, if you delete a picture from FB account it is no longer visible but a hacker can retrieve it and use it to hurt you; OR – if you post a lot of pictures from abroad people will probably start thinking you like travelling, if you are rude to people on IM they will probably start thinking you are impolite, if you say bad things about others online people will probably start thinking you like gossiping; CB – when people harm, insult and scare others online, for example if someone writes SMSes to a classmate laughing at him/her or if someone convinces others to block a classmate on Facebook; PS – there is always a tab Privacy Settings in different messengers, social networks etc., this is a place where you decide what information about yourself you want to hide (like age, address, or posts) and from whom you want to hide it (you can usually decide who can view your information); PC – there is also usually a tab enabling parents to control their children’s activity online. They can set which websites their children can access or how much time they can spend online etc.  
IF I WERE A TEACHER – ACTIVITY 4 – conduct the exercise from the lesson plan – divide students into groups of 3-4 and ask them to choose one of the terms for each group. Then assign a letter “G” or “B” to each group depicting their role (good or bad teacher). Ask students to prepare short presentations on the chosen topic putting themselves in a role of teachers. The observers pretend to be students. In the end – discuss with the participants how was it to be teachers? How was it to be students? What did good teachers do well? What did bad teachers do wrong?
Go to the next slide




5

Some people:

® Lie

® Argue
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® Talk with strangers

® Commit crimes

® Bully others

® Constantly find new ways of
misbehaving


MOTC
Note
Read the statements from the slide. Go to ACTIVITY 5 - Tell the participants to think of different things people do online and classify them as good or bad. Try to focus on different bad situations online. Divide students into groups of 2-4 and ask them to think of difficult situations that happened to them or their friends online. Tell them to describe the situation in detail and write it down so that other groups can read it. Next ask students to exchange the papers with descriptions and prepare a role play presenting the situation. Discuss possible reactions and solutions with the whole group. ACTIVITY 6 - Then give students the handout with pictures and ask them to write in the boxes which of the terms from the vocabulary list (previous slide) they are connected to. Ask them for justification of their choices. Go to the next slide to present the list of hints for avoiding difficult situations online.



| communicate only with people | know.

| only post information online that | want to stay there forever.

| think before | put something online, write a message or make a call.
| do not give my passwords to anybody but my parents.

| don't put anything online that | don't own. (pictures, music etc.)

| always remember to log out after | finish online activities.
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MOTC
Note
Ask students for examples of the rules that are the same in real world and in cyber space before showing the slide.

Start concluding – talk about the rules and encourage students to talk about them. Point 8 and 9 can be controversial. Explain that this is about subjective feelings. We all havea  slightly different upbringing. Rules differ from one family to another. But we all feel when we break or when we are close to breaking any of our family’s rules. Therefore we also have to listen to our intuition and sense of morality. 
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Cyber Safety - Hints for a safe online journey

| don't hurt people and | protect them from being hurt.
| use all the devices in a way | don't feel worried or ashamed.

| stay away from websites and conversations | don't feel comfortable with.

If | feel something’s wrong or | am not sure if it is wrong | TELL MY PARENTS.

Cyber space is not Outer-space — The rules are all the same*!!!

*asin real life
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MOTC
Note
Ask students for examples of the rules that are the same in real world and in cyber space before showing the slide.

Start concluding – talk about the rules and encourage students to talk about them. Point 8 and 9 can be controversial. Explain that this is about subjective feelings. We all havea  slightly different upbringing. Rules differ from one family to another. But we all feel when we break or when we are close to breaking any of our family’s rules. Therefore we also have to listen to our intuition and sense of morality. 
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® \What is cyber safety?

® Why do we need it?
® Why do people do things that are not safe?
® How should we react?

® Who is responsible for maintaining cyber safety in a school?
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MOTC
Note
Summarize the workshop. Ask students what they remember, ask them to tell you the meaning of cyber safety vocabulary, ask them why sometimes people do things that are not safe and what is the appropriate reaction of others. Tell them again how important it is to distinguish between good and bad behavior. Remind  them of the importance of reporting if something bad is happening. Wish them safe and enjoyable online experiences. During the summary you can use previous slides and the vocabulary handouts as they will help you recall the content and the definitions.
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Cyber Safety - Any questions?

=t
®
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Thank you

For more information,
please contact us at info@safespace.qa




