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T EACH ER' S  &  T ECH NI CA L  
STA F F ' S  WORK SH OP
G U I DI NG STU DE NTS  O N 
C Y B E R  SAF E TY

MOTC
Notes
Introduce yourself and the program. Talk about the Training Suite as a set of workshops designed by MOTC Cyber Safety Team to serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behaviour online in school communities. Make it a brief introduction but remember to introduce yourself and MOTC (The Ministry of Transport and Communications).
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Safe and responsible use of Information and Communication Technologies

Spreading positive approaches towards technology.

Encouraging people to learn about the risks connected with ICT use and find ways to 

protect themselves .

Finding ways to protect yourself and other IT users.

Participating in workshops, lectures and events connected to cyber safety .

Cyber Safety – Basic principles

MOTC
Notes
This is a slide where you have an opportunity to introduce cyber safety. First bullet point describes what cyber safety is. examples: safe browsing of websites, guarding your passwords, talking online only to people you know.Second bullet point is about the principles of cyber safety. In school environment this means: convincing parents that IT is good for their children when they know how to use it safely. making students, parents and us (teachers) aware of the fact that there are dangers but there are also ways to avoid them. designing awareness programs, cooperating with relevant authorities to raise awareness. incorporating cyber safety content into curriculum.GIVE THE VOCABULARY HANDOUTS TO PARTICIPANTSRef: http://www.cybersafety.org.nz/kit/welcome/cybersafety.html
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Netiquette – set of rules of cyber space.

Internet addiction – a condition when a 

person uses internet extensively.

Inappropriate content – content which 

breaches norms or standards on social, 

religious, cultural or other grounds.

Internet games – games played via internet.

Plagiarism – an act of fraud.

Digital fingerprint – a mark you leave on the 

Internet each time you use it.

Cyber Safety – Useful vocabulary

MOTC
Notes
Tell teachers this is the vocabulary on which the whole CURRICULUM was built and they have now opportunity to get familiar with it so that when the workshops for students will be introduced in their school they will already know the content and they will therefore be able to discuss cyber safety issues with their students. EXAMPLES: Netiquette – using specific language in online environment and having different rules in different online communities.Internet addiction – when a child fails to do homework and other duties because of being preoccupied with internet.Inappropriate content – pictures of people drinking alcohol in a Muslim country.Internet games – YoVille, online Scrabble etc.Plagiarism – when a child shows a drawing to his/her teacher claiming to be an author when in reality he/she took it from a friend. Digital fingerprint – someone downloading a movie from internet can be caught as the IP number of their computer can be identified.Online reputation – when we as teachers go online we do not put all our personal data everywhere and we are very careful with what we post as we have to think what opinion about us would it build. Cyber bullying – one student can be aggressive to another one verbally via facebook posts, this might also be threatening via email, laughing at someone via IM etc. Privacy settings – there is a tab i.e. in all social networks where you can limit the amount of your information you want to be visible, i.e. you can hide the year of your birth or your home address. Parental control – this is another useful tab; you can limit your child’s or your student’s access to different services, i.e. you can decide that your students are only allowed to use certain service or they are banned from using some other service.Tell the participants that now that they now the vocabulary we have to think what are the possible behaviours online. What do they think people do?Change the slide.
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Online reputation – the opinion about 

yourself you build online.

Cyber bullying – insulting or being mean to 

other people on the Internet or via mobile 

phone.

Privacy settings – settings that allow you to 

manage personal information you put online.

Parental controls – settings that enable 

parents to restrict what their children see or 

use online.

Cyber Safety – Useful vocabulary

MOTC
Notes
Tell teachers this is the vocabulary on which the whole Training Suite was built and they have now opportunity to get familiar with it so that when the workshops for students will be introduced in their school they will already know the content and they will therefore be able to discuss cyber safety issues with their students. EXAMPLES: Netiquette – using specific language in online environment and having different rules in different online communities.Internet addiction – when a child fails to do homework and other duties because of being preoccupied with internet.Inappropriate content – pictures of people drinking alcohol in a Muslim country.Internet games – YoVille, online Scrabble etc.Plagiarism – when a child shows a drawing to his/her teacher claiming to be an author when in reality he/she took it from a friend. Digital fingerprint – someone downloading a movie from internet can be caught as the IP number of their computer can be identified.Online reputation – when we as teachers go online we do not put all our personal data everywhere and we are very careful with what we post as we have to think what opinion about us would it build.Cyber bullying – one student can be aggressive to another one verbally via facebook posts, this might also be threatening via email, laughing at someone via IM etc. Privacy settings – there is a tab i.e. in all social networks where you can limit the amount of your information you want to be visible, i.e. you can hide the year of your birth or your home address.Parental control – this is another useful tab; you can limit your child’s or your student’s access to different services, i.e. you can decide that your students are only allowed to use certain service or they are banned from using some other service.Tell the participants that now that they now the vocabulary we have to think what are the possible behaviours online. What do they think people do?Change the slide.



5

DIGITAL LITERACY 
CURRICULUM

TEACHER'S & TECHNICAL STAFF'S WORKSHOP
GUIDING STUDENTS ON CYBER SAFETY

Some people:

Lie

Argue

Talk with strangers

Commit crimes

Bully others

Constantly find new ways of 

misbehaving

ONLINE

Cyber Safety – Did you realize?

MOTC
Notes
Teachers will probably ask for examples as people rarely believe it is all true… EXAMPLES: some young children lie about their birth date to get access to Facebook (you have to be at least 13 to use it). a lot of students argue via IM and then it affects their relations in real life.it is very popular to talk to strangers online in chatrooms or as part of different online games, this is not totally wrong but there are some rules that need to be introduced (it’s wrong to give your personal data to such “friends”, no meetings should be arranged without adults’ approval).downloading movies and music IS a crime! sometimes students bully a classmate for example by ostracizing him/her on facebook. finding new ways of misbehaving is an “automated process”, internet is changing, the devices are changing, students have more opportunities to intentionally or unintentionally break different rules (i.e. only recently idosers became very popular among young people; idosers are mp3 files with sound of two different frequencies being delivered to your ears via headphones; the effects of some of them are told to be similar to drugs); cheap, legal and available as noone started taking a closer look at it yet.
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What is cyber safety?

Why do we need it?

Why do people do things that are not safe?

Who is responsible for maintaining cyber safety in a school?

Lets Do it!

Cyber Safety – Safety online?

MOTC
Notes
Encourage participants to answer those questions. If they are not willing to answer – tell them. Cyber safety is safe and responsible use of information and communication technologies. In other words this means staying safe when using different devices to interact with others (mobile phones, tablets, PCs etc.). Cyber safety organizes our and our students’ knowledge about the rules of cyber space. Cyber safety rules help us enjoy online activities without fear or shame; All IT users are responsible for cyber safety. In a school the IT staff is involved in ensuring cyber safety but the whole school community should be involved in maintaining it, making others aware of it and reporting in  cases when someone is breaking cyber safety rules.
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Teach

Guide

Give ideas

Warn

Protect

Not only the children, but the whole community

Cyber Safety – So, what do we do?

MOTC
Notes
As teachers we have certain obligations in this fast changing world. The first of them is of course to teach. And this is not only about teaching our own subject but life in general. We also should guide –facilitate, give directions, model behavior, show ways of correcting mistakes. As modern teachers we want also to inspire – give ideas, not just do things for our students or with our students – we want to trigger their curiosity and urge to explore. To be able to do all that we shouldn’t forget about one issue – protection. We have to protect our students whenever we know there are some dangers. When we introduce cyber safety we can gradually reduce the level of protection as the students will develop their own responsibility and ability to make right choices online but as teachers we have to stay alerted – stay up-to-date with IT news and be aware of the online activities of our students.
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Cyber Safety – Pros and cons of technology

MOTC
Notes
Ask participants to think of an example of positive and negative outcome of technology use in their school practice. Ask them to keep the negative example for the next exercise and just present the positive one. After presentations change the slide.
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Pros:

Developing creativity.

Quicker communication.

Possibility of increasing performance.

Helping people with disabilities.

Exchange of thoughts and experience 

worldwide.

Cons:

Possible misuse.

Some people might forget about traditional 

communication and loose contact with real 

world.

Can be addictive.

Cyber Safety – Pros and cons of technology

MOTC
Notes
Tell the participants that you appreciate their thoughts and you also have some more. Do not focus on negatives. You will talk more about them in the next activity. Highlight the benefits like increases in creativity, better communication with people living far away etc.Tel participants they should always take what’s best for them and their students from technology and try to avoid the threats. It is also important for them to work closely with parents to be consistent in the messages about technology.Summarize and change the slide.
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Threats of technology – Role play

MOTC
Notes
Ask participants to work in groups of 4-6 and recall difficult situations connected with cybersafety they had in their school practice. They can use the examples from previous exercise or think of something else. Give each group a scenario they can use as an example but encourage participants to use their own stories. Now ask them to prepare a role play. If they use scenarios – tell them those are just hints and they can modify them if they want to. Give participants time to think of an appropriate story and prepare the role play (around 20 minutes). After this time change the slide.
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Threats of technology – Role play

MOTC
Notes
Then ask everyone to take their seats and watch their colleagues performing the role play. Encourage taking notes during role plays and giving thoughts or suggestions after. Be careful for the comments not to be judgments about the actors and not to be offensive. Try to build atmosphere of team work on issues.After the role plays are all presented – change the slide.
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Threats of technology – Role play

MOTC
Notes
Tell the participants they did well. Even if some of the situations were really difficult – they found solutions or were on good way to finding them. It is very important that we as teachers never stop looking for solutions.
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Cyber Safety – Rules against the desires 
and curiosity

MOTC
Notes
Divide participants into two groups – “adults” and “children” and ask them to write down the reasons for some of their actions. For example – crossing the street on a zebra crossing not to get a fine, going to sleep early to be able to wake up early, polishing their shoes to be regarded elegant and tidy etc…When they finish – ask participants to present the outcomes. Highlight the fact that children more often choose to do things because they are fun or because they are fascinating, whilst adults very often choose to “do the right thing”. Children often hesitate before making choice between what’s right and what’s tempting, attractive and unknown.Explain how important this is to set clear rules for the students so that they learn to live in the adult world.Ask participants to work in their groups and write a set of rules they would like to use in their school for safe online activity of their students.Remind the participant that they should use positive language (avoid banning) and try to make the rules simple and understandable. Examples of rules – we open only the websites and programs we are asked to open during the lesson; we tell the teacher if any of the content we access is not suitable – for example ads on the website; we are nice to others online etc...You can use Parents Hints and Students Hints to help you.Change the slide after finishing this activity.
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Cyber Safety – How to make sure students 
are safe online?

Join them and set boundaries.

MOTC
Notes
Ask participants to divide into two groups. Explain to them that the groups will be asked to present a specific parental approach in this activity. One group will be asked to present Trust and understanding and the other – Restrictions and expectations. Both of those approaches are present in upbringing and education but today we will be talking about them a little bit more. Explanations are in the notes for the trainer. Ask participants to take flipcharts and add their thoughts about those approaches, examples, more descriptions. Ask participants to use sticky notes to write on them and stick them to their flipcharts in a big circle.When both groups finish ask them to work together now and put the circles together deciding where to put the sticky notes. Are some of the sticky notes common for both? Then put the circles so that they overlap and place the sticky notes in the overlapping area. Are some of the sticky notes extremely from one approach? Put them on the far end. Etc…Once the work is done – evoke the discussion about the right balance between those two approaches. Explain that it is very important to present both of those approaches but not in their extremities.Change the slide.
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Cyber Safety – Ideal Cyber Safety lesson 

MOTC
Notes
Ask participants to work in two groups – “teachers” and “students”. Explain that they should think of different views of different students or teachers in this activity.Instruct participants to fill in the model of an ideal cyber safety lesson from the perspective of teachers and students respectively. What should such a lesson consist of? Who should be involved? Where should it take place? Etc.After the models are ready – ask participants to compare them and discuss which points can be adjusted so that they would be acceptable for both students and teachers. Use examples from the manual.After the activity is finished – change the slide.
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Cyber Safety – How to properly prepare a 
Cyber Safety lesson?

MOTC
Notes
Explain to the participants that except for meeting the expectations from previous activity, the ideal lesson has to have proper length (school lesson length or it’s multiplied value). It also needs to have right dynamics (when one activity is writing, the next should be for example lively discussion or a hands-on task). One type of activity can be either boring or too exhausting.After this short introduction ask participants to divide into 4 groups. Give each group two handouts with vocabulary. Ask participants to prepare a short presentation on given topics using knowledge from this workshop and their own practice.Assist participants and use handouts, models and all materials from previous activities to support them.After all presentations have been presented – show appreciation. Tell the participants what you liked. Do not criticize! Change the slide.
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Case Study– Different Cyber Safety issues 
in action

MOTC
Notes
Give away different case study descriptions. They are in the manual and they need cutting before the workshop. Ask participants to prepare role plays with the situations described. If they prefer – they can describe their own case studies. After giving participants some time for preparations – ask the groups to present their role plays. Ask participants what cyber safety issues their case studies contain and encourage them to perform the situations. Remember to be supportive and remind the participants the aim of this activity is to find different solutions and not to criticize the ”actors”.Try to be a moderator of the discussion evoked. The strict and authoritarian judgments need a bit of “polishing”. Remind the participants that extreme approach provokes aggression and doesn’t contribute to communication. Change the slide.
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Cyber Safety – Terms and conditions of 
computer use in the classroom

Why? To help students tell good from evil.

Who? The teacher! It’s your territory. You set the rules. But ask the students for their suggestions.

When? As soon as possible. If you haven’t done it yet – do it during the next lesson.

MOTC
Notes
First, read the slide to the participants. Let them realize how urgent and how important setting rules is. Ask participants in what areas of life people have rules? The answer should be that in all areas. Try to focus on chosen areas. Let it be Family, School and Religion. What rules do we have in those areas? Draw a table on a flipchart and fill it with the rules from the three categories. Use hints from the manual to assist the participants. Ask them what rules they already have in their classrooms. Add the rules to the school category. Ask participants to prioritize the rules in the categories. Show participants the linkages between real life and cyber space – all those rules are also applicable to online activities. Ask participants to take the list of rules created in activity 5 (Rules against desires…) and add to it having some additional knowledge. If the teachers think the previous list was generally wrong – let them use new knowledge and rewrite the list.After the sets of rules are complete – change the slide.
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Cyber Safety – Conclusion and feedback

Who is involved? The whole school community.

Why? Because we care.

Where? School, home,  friend’s house, etc.

When? 24/7.

What is Cyber Safety?

MOTC
Notes
Show the slide to the participants and ask them to think about it while you distribute the surveys. Encourage participants to look through the surveys in the meantime. After distributing the surveys tell participants you would like them to give you as much feedback as possible for further reference. Remind them not to leave blank spaces.After instructing the participants about the survey – go back to the summary. Ask participants what they’ve learned about cyber safety during this workshop. What else did they learn? Is there anything they would like to ask or comment on? Try to facilitate discussion allowing participants to express themselves.When you feel the discussion is still quite energetic but the energy might start decreasing shortly – tell the participants you appreciate their contribution and encourage them to participate in other workshops on cyber safety. Change the slide.
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Thank you

For more information,

please contact us at info@safespace.qa




