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Presenter
Presentation Notes
Introduce yourself and the program. Talk about the Training Suite as a set of workshops and lectures designed by MOTC Cyber Safety Team to serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction but remember to introduce yourself and The Ministry of Transport and Communications. 
Change the slide 



Definition of Cyber Bullying
From Wikipedia, the free encyclopedia
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Cyber bullying is the use of the Internet and related
technologies to harm other people, in a deliberate,
repeated, and hostile manner.


Presenter
Presentation Notes
This is a slide where you have an opportunity to explain what cyber safety means. 
You can suggest the participants read more here: Definition of Internet Safety | eHow.com http://www.ehow.com/about_6577504_definition-internet-safety.html#ixzz23JBzQu00 (show the website on the projector and encourage participants to browse the internet on their own) 
Talk to the participants about the importance of the internet and its role in education and exploring the world. Highlight the fact that the Internet can be an 
important factor in spreading information and popularizing ideas. Remind them that apart from the benefits, there are also some threats connected to Internet use and therefore we should learn about cyber safety – safety online. Cyber safety is not limited to computers only. It involves all devices with online access 
that allow interaction between users. 
Change the slide 
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® The term "cyber bullying" was first coined and ® Cyber bullying has subsequently been defined as
defined by Canadian educator and anti-bullying "when the Internet, cell phones or other devices
activist Bill Belsey, as "the use of information and are used to send or post text or images intended
communication technologies to support to hurt or embarrass another person".

deliberate, repeated, and hostile behavior by an

individual or group, that is intended to harm

Other researchers use similar language to

others.” describe the phenomenon.
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Presentation Notes
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Cyber bullying - What forms can it take?

The cyber bullies often:

® Pretend they are other people online to BUT there are constantly new methods of cyber
trick others bullying being invented so if we want to know if
. _ something is or is not cyber bullying - we should
® Spread lies and rumors about victims refer to the general definition rather than to
@ Trick people into revealing personal information examples.

® Send or forward mean text messages
@ Post pictures of victims without their consent
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Presenter
Presentation Notes
This is a slide where you have an opportunity to introduce cyber bullying. Encourage participants to read the examples from the slide aloud.
Encourage them also to give examples from their experience.
Give examples if needed: 
Telling everyone one girl from the class did something embarrassing
Telling lies about the victim – i.e. that they said something they in fact haven’t said
Asking for a phone number and then calling the victim saying unpleasant things
Writing messages to everyone in the class telling them that the victim is stupid, rude and has problems with personal hygiene 
Using the victim’s pictures to ridicule him/her by posting them out of context or even editing and changing them 
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Cyber bullying - Basic terms

® Cyber bully - the person who commits cyber
bullying (the offender)

® Victim - the person who is being offended by the
bully

® Blocking - an action to be taken to avoid contact
with the cyber bully

® Reporting - once you block a bully you should
also report him/her to the administrator
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Fighting back - a very common reaction of victims
and their friends

Hiding the problem - another common reaction
of a victim. And again - it does not solve the
problem

Underestimating the danger - common reaction
of adults (“Oh! Just ignore it! It's nothing... You are
over exaggerating...”)


Presenter
Presentation Notes
Tell participants this is the vocabulary they should get familiar with when talking about cyber bullying. 
Cyber bully is also a child and we mustn’t forget about that. Of course his/her behavior is bad but we should do our best to correct it without hurting the child. We have to realize that cyber bullying, just like any kind of bullying, can be a result of fears, unfulfilled ambitions or just mistakes in the upbringing leading to misinterpretation of rules or even the lack of knowledge about rules in life. Therefore we shouldn’t focus on blaming but rather on analyzing the situation with the bully to avoid recurrence. 
Victim is the more vulnerable or just less extroversive child. He/she might be either too weak or too well-behaved to fight cyber bullying. Bullies usually choose smaller, weaker children to bully them. How to talk to the victims? First we have to show we are able to handle this situation. Very often they don’t talk to anyone because they believe no one is powerful enough to change their situation. We have to show confidence and determination but stay calm at the same time. We have to assure the victim that from now on he/she is safe and really make sure they are safe. We have to assure them that cyber bullying is wrong and this is not their fault they have been cyber bullied. Listen to the victim and try not to do anything without his/her approval as the most important thing now is building trust. When you feel you should do something (e.g. talk to the bully) and the victim says “no” – convince him/her. Take your time. One thing that needs to happen immediately is making sure the victim is safe. The rest is a process.
Blocking. It is available in all most of the services allowing interaction between people. Through blocking you make sure the offender can’t contact you and you are not exposed to his/her messages
Reporting. There is usually a tab saying  “REPORT” in every service. By reporting you inform the administrator about the incident. Sometimes children think it is not good to report anything to adults as other children can think it’s childish and it’s a sign of weakness. We have to teach them that cyber bullying is bad and therefore anyone who experiences it or even knows about someone else experiencing it is obliged to report it. There are different ways of reporting – straight in the service or in real life – to parents or to the teacher or other trusted adult. 
Fighting back. We need to educate children that fighting back leads to escalation of the problem instead of solving it. Sometimes we as parents or teachers get really emotional about what has happened to the victim and we start raising our voice or even behaving in a way that suggests we are stressed. We should avoid this to prevent the tension of the situation rising. Sometimes it is worth taking a short break and arranging a meeting with the bully after we have a chance to think the situation over. Definitely as adults we are obliged to focus on the educational value of this situation (not forgetting about the fact that the mistake has to be corrected).
Hiding the problem. Usually the bully tries to convince the victim that if he/she reveals the situation something horrible will happen. Sometimes they just say “no one will believe you”. Either way – the victim feels he/she cannot tell anyone not to be hurt or ridiculed. Even before cyber bullying takes place we have to make sure our children or our students know they can always trust us and we will trust them. And we will protect them and won’t let anybody hurt them. This is the only guarantee that the children will feel confident enough to tell us about cyber bullying if they’d experience or witness it in future.
Underestimating the danger. NEVER EVER laugh at or ignore a child that tells us what he/she feels or what he/she experiences. This is valid for everyday life but this is especially crucial for difficult situations like cyber bullying. Some of the problems children have may appear “childish” to us just as our problems are “adult” problems. We have to accept them as they are. For the children their problems are serious and need to be treated seriously. Sometimes children don’t even want us to solve the problems but just listen with respect and try to understand. With cyber bullying – it often starts in a trivial way – some silly SMSs, some gossip spread around the school. But we have to react if a child comes to us and tells because it means this is probably more serious than we initially thought. 



Cyber bullying vs “offline” bullying - Is there a
difference between them?

Bullying is a form of aggressive behavior So, as we can see the biggest difference is the
manifested by the use of force or coercion to settings - cyber bullying takes place in cyber
affect others, particularly when the behavior is space - and the second difference (resulting
habitual and involves an imbalance of power. from the first one) is that the bully does not

physically hurt the victim.
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Presenter
Presentation Notes
Ask participants for some examples of bullying in real life and some examples of cyber bullying for comparison. What differences they can see? Ask them to try and think why some people become bullies online. Mention the fact that cyber bullies often have false impression of being anonymous online. They think they can do things they wouldn’t normally do because no one can identify them. Remind the participants that this is not true. All devices have their identification numbers and also the information we leave online often help others identify us. We leave a mark called Digital Fingerprint each time we go online. 
After talking about the slide and about the issue of being anonymous – ask the participants what they think can be done to prevent cyber bullying. Encourage them to give ideas and change the slide.




® Teach cyber safety

® Talk to children

® Implement rules
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® Build trust

® Protect devices


Presenter
Presentation Notes
To prevent cyber bullying we should teach cyber safety to children whenever we have the opportunity. It doesn’t mean we have to overwhelm them with cyber safety messages but from time to time when it’s justified we can for example highlight links between real life rules and online rules, sometimes we can show the children that when they don’t obey online rules – they can get excluded from online communities etc.
Talking to our children or students is a solution to most of the problems. We need to learn to do it as often as possible but we also have to remember that in order to have some value those conversations have to be meaningful. Just talking is not enough. We have to really get involved into our children’s life. 
They need to feel we are really interested and we really want to participate in their life. 
Implementing rules sounds scary but as in fact – children want us to set rules as rules make life easier. The smaller the child – the more detailed the rules should be. And it works the same in cyber space. Once we decide to allow our child to go online we have to make sure he/she knows the rules. We are in charge of setting the rules but we have to remember they have to be reasonable. And we can allow the child to discuss it with us (which doesn’t mean we have to adjust them but we might consider it). What shall we include in the rules? Whatever we think should be there. Suggestions? Timing, Allowed websites/services, Banned websites/services, Inappropriate content, What to do if something bad happens etc.
What about trust? This is not something we can “implement” in our relations. It needs hard work and patience. We need to get to know our children and let them get to know us to be able to trust each other. As adults we can’t forget our duty is to trust but also check and guide. Children sometimes break our trust because of curiosity or just because they are immature and therefore we have to trust but our trust has to be a bit limited. 
How to protect devices if we plan to give them to children? Adjust privacy settings and parental controls, install antivirus software, you can also consider disabling the camera etc.



Everyone - teachers can raise awareness among students, parents can talk to their children, educate
them and observe if there are any signs of them being bullies or victims, students can do their best to
follow the rules, report cyber bullying if they witness it and educate others. All members of the family
can talk to the child and teach him/her rules of behavior, all members of the community can learn about
cyber bullying and try to educate children and other adults.
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Presenter
Presentation Notes
Encourage discussion. The answer is everyone but do not answer for the participants. Examples – teachers can raise awareness among students, parents can talk to their children, educate them and observe if there are any signs of them being bullies or victims, students can do their best to follow the rules, report cyber bullying if they witness it and educate others. All members of the family can talk to the child and teach him/her rules of behavior, all members of the community can learn about cyber bullying and try to educate children and other adults.
In what way can we raise awareness? By organizing campaigns, events and workshops but also by following the rules and talking about them in everyday life.



Cyber safety - What have we learned in this
lecture?

® What is cyber bullying?
® What can we do?

® Who can do something about cyber bullying?
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Presenter
Presentation Notes
Encourage participants to answer those questions. If they are not willing to answer – tell them.
Highlight the role of acting together. Tell the participants they should think of who in their community can help them act against cyber bullying and also engage them.
Cyber bullying is the use of the Internet and related technologies to harm other people, in a deliberate, repeated, and hostile manner.
We can prevent it through education, building trust and getting involved in our children’s life.
Everyone can do something about cyber bullying. The victims can report it, the bullies can change, the adults can educate themselves and the children. The whole community can contribute to getting rid of cyber bullying



O L &
iv Safe Space

Thank you

For more information,
please contact us at info@safespace.qa
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Presenter
Presentation Notes
Closing slide – you can leave it on when participants approach you to ask additional questions or exchange contact details.




