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Presenter
Presentation Notes
Introduce yourself and the program. Talk about the Training Suite as a set of workshops and lectures designed by Ministry of Transport and Communications Cyber Safety Team to serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction but remember to introduce yourself and Ministry of Transport and Communications.
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Privacy settings - Definition

Privacy settings are the parameters of your account in different services which determine whether

or not others can access your account.

Privacy settings depend on what you want to reveal. Do not rely on what “everyone says”. Use your
own judgment and sense of modesty. Remember your profile is your “online territory” and you set

the rules.
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Presenter
Presentation Notes
Some services want you to enter a lot of personal data. You might choose not to register with them at all but sometimes you really want it and have no choice but to provide the data. In such cases make sure there is a possibility of hiding some of it. EXPLANATION – next to for example birth date there should be a tick box saying “hide your birthdate”.
Looking for privacy settings of any service you should be looking for icons similar to those presented above.
Privacy settings should not be set once and forever. Using social networking or any other services people should open the privacy settings once in a while and check if the adjustments are still satisfactory for them. Together with different updates new options of privacy settings can also be introduced and we should stay up-to-date with the possibilities we get.
Privacy settings are just one of the ways of protection – we shouldn’t forget about antiviruses, strong passwords and being simply careful with whatever we do online. Privacy settings protect us from the external influence or access but they do not decide for us what to do or what not to do!
Use the handouts on privacy settings and parental controls from the workshops
Change the slide

Ref: http://dictionary.cambridge.org/dictionary/british/privacy-settings
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Parental controls - Definition

Privacy Settings

Parental controls are the settings parents can adjust to manage the way their children use
computers and services. Parental controls can also be used on school computers to stay in control of

the way the school computers are used.
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Presenter
Presentation Notes
Some services want you to enter a lot of personal data. You might choose not to register with them at all but sometimes you really want it and have no choice but to provide the data. In such cases make sure there is a possibility of hiding some of it. EXPLANATION – next to for example birth date there should be a tick box saying “hide your birthdate”.
Looking for privacy settings of any service you should be looking for icons similar to those presented above.
Privacy settings should not be set once and forever. Using social networking or any other services people should open the privacy settings once in a while and check if the adjustments are still satisfactory for them. Together with different updates new options of privacy settings can also be introduced and we should stay up-to-date with the possibilities we get.
Privacy settings are just one of the ways of protection – we shouldn’t forget about antiviruses, strong passwords and being simply careful with whatever we do online. Privacy settings protect us from the external influence or access but they do not decide for us what to do or what not to do!
Use the handouts on privacy settings and parental controls from the workshops
Change the slide

Ref: http://dictionary.cambridge.org/dictionary/british/privacy-settings



IMPORTANT! Even very young children use mobiles and PC's. Sometimes we are quite confident
they wouldn't be able to use it without our help so we do not set passwords, we do not adjust
parental controls and in general - we do not even switch off the devices when leaving them
unattended... This is the biggest mistake ever! One day we might discover we underestimated our
child’s abilities and come across our offspring playing with our smartphone or laptop. To avoid such
situations it's much better to protect the devices and only allow as much access as we want.
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Presenter
Presentation Notes
IMPORTANT! Even very young children use mobiles and PC’s. Sometimes we are quite confident they wouldn’t be able to use it without our help so we do not set passwords, we do not adjust parental controls and in general – we do not even switch off the devices when leaving them unattended… This is the biggest mistake ever! One day we might discover we underestimated our child’s abilities and come across our offspring playing with our smartphone or laptop. To avoid such situations it’s much better to protect the devices and only allow as much access as we want.
Change the slide
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Privacy settings and parental controls - basic

terms

Password - a unique code we use to access
services. Should be “strong” (difficult to guess for
others.)

Personal information - information about

ourselves and our life that should be protected
from unauthorized use.
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Motion picture rating system - designed to
classify films with regard to suitability for
audiences in terms of issues such as sex,
violence, substance abuse, profanity, impudence
or other types of mature content.
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Presenter
Presentation Notes
Tell participants this is the vocabulary with which they should be familiar when talking about privacy settings and parental controls. 
Password – a code we have to use to access our account in different services. This is an alphanumerical combination of signs. It is highly recommended not to make it a regular word from the dictionary as then it can be figured out by potential offenders. It should also consist of letters and numbers. Some passwords are also case sensitive – the services recognize use of capital letters (EXAMPLE OF STRONG PASSWORD A2h8M1e0d4 – so the name Ahmed is written with numbers between letters and also using capital letters)
Personal information – for example: birth date, address, marital status etc. We have to judge for ourselves and our children which personal details we want to reveal.
A motion picture rating system is designed to classify films with regard to suitability for audiences in terms of issues such as sex, violence, substance abuse, profanity, impudence or other types of mature content. A particular issued rating can be called a certification, classification, certificate or rating.
This is designed to help parents decide whether a movie is suitable for their children. However, the effectiveness of these designations is widely disputed. Also, in some jurisdictions, a rating may impose on cinemas the legal obligation of refusing the entrance of children or minors to the movie. Furthermore, where movie theaters do not have this legal obligation, they may enforce restrictions on their own. We can use the description provided in this or other rating systems but this is our decision and responsibility so at the end it’s us who has to decide what content we want our children to access.
Change the slide 



Motion picture rating system - Useful
guidelines

There are 5 categories: G. PG, PG-13, R and NC-17.

Know these symbols, protect your child
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Presentation Notes
Those two pictures show the signs of the Motion picture rating system. There are 5 categories: G. PG, PG-13, R and NC-17. Here are some guidelines:
G — General Audiences. All Ages Admitted. A G-rated motion picture contains nothing in theme, language, nudity, sex, violence or other matters that, in the view of the Rating Board, would offend parents whose younger children view the motion picture. The G rating is not a "certificate of approval," nor does it signify a "children’s" motion picture. Some snippets of language may go beyond polite conversation but they are common everyday expressions. No stronger words are present in G-rated motion pictures. Depictions of violence are minimal. No nudity, sex scenes or drug use are present in the motion picture.��PG — Parental Guidance Suggested. Some Material May Not Be Suitable For Children. A PG-rated motion picture should be investigated by parents before they let their younger children attend. The PG rating indicates, in the view of the Rating Board, that parents may consider some material unsuitable for their children, and parents should make that decision. The more mature themes in some PG-rated motion pictures may call for parental guidance. There may be some profanity and some depictions of violence or brief nudity. But these elements are not deemed so intense as to require that parents be strongly cautioned beyond the suggestion of parental guidance. There is no drug use content in a PG-rated motion picture.��PG-13 — Parents Strongly Cautioned. Some Material May Be Inappropriate For Children Under 13. A PG-13 rating is a sterner warning by the Rating Board to parents to determine whether their children under age 13 should view the motion picture, as some material might not be suited for them. A PG-13 motion picture may go beyond the PG rating in theme, violence, nudity, sensuality, language, adult activities or other elements, but does not reach the restricted R category. The theme of the motion picture by itself will not result in a rating greater than PG-13, although depictions of activities related to a mature theme may result in a restricted rating for the motion picture. Any drug use will initially require at least a PG-13 rating. More than brief nudity will require at least a PG-13 rating, but such nudity in a PG-13 rated motion picture generally will not be sexually oriented. There may be depictions of violence in a PG-13 movie, but generally not both realistic and extreme or persistent violence. A motion picture’s single use of one of the harsher sexually-derived words, though only as an expletive, initially requires at least a PG-13 rating. More than one such expletive requires an R rating, as must even one of those words used in a sexual context. The Rating Board nevertheless may rate such a motion picture PG-13 if, based on a special vote by a two-thirds majority, the Raters feel that most American parents would believe that a PG-13 rating is appropriate because of the context or manner in which the words are used or because the use of those words in the motion picture is inconspicuous.��R — Restricted. Children Under 17 Require Accompanying Parent or Adult Guardian. An R-rated motion picture, in the view of the Rating Board, contains some adult material. An R-rated motion picture may include adult themes, adult activity, hard language, intense or persistent violence, sexually-oriented nudity, drug abuse or other elements, so that parents are counseled to take this rating very seriously. Children under 17 are not allowed to attend R-rated motion pictures unaccompanied by a parent or adult guardian. Parents are strongly urged to find out more about R-rated motion pictures in determining their suitability for their children. Generally, it is not appropriate for parents to bring their young children with them to R-rated motion pictures.��NC-17 — No One 17 and Under Admitted. An NC-17 rated motion picture is one that, in the view of the Rating Board, most parents would consider patently too adult for their children 17 and under. No children will be admitted. NC-17 does not mean "obscene" or "pornographic" in the common or legal meaning of those words, and should not be construed as a negative judgment in any sense. The rating simply signals that the content is appropriate only for an adult audience. An NC-17 rating can be based on violence, sex, aberrational behavior, drug abuse or any other element that most parents would consider too strong and therefore off-limits for viewing by their children



Parental controls and privacy settings
- what can we do?

Adjust them before your child accesses the internet
Monitor them constantly
Make children aware of the importance of protecting your information

Explain to children why we don’t want them to access certain services or content

General rule - remember you are in a public space!
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Presenter
Presentation Notes
Remind the participants that they need to adjust privacy settings and parental controls before they even give the device to their child. Any minute spent using an unprotected device can be harmful for the child.
Monitor privacy settings and parental controls on your devices! They might have been accidentally changed or there might have been some new options introduced – stay up to date!
Explain to participants the importance of parental controls and privacy settings – they keep you and your children safe, they help you manage the services available on your device, they support you in keeping your child away from inappropriate content. BUT They will not do the job for you! You have to take the responsibility! 
We protect our children against certain content because they are too young to understand or to vulnerable to protect themselves. We do it because we care and because we love them so doing it we have to show them our love. It is wrong to implement settings and controls by force as then it seems to be and attempt to limit the freedom as opposed to and act of love and support. Discuss and convince instead of enforcing regulations!
Remind participants to make children aware internet is a public space. Tell them they need to teach children that there are limitations to behavior in public spaces.



What to say to kids to make them
accept the parental controls?

® Show them you love them!
® Don'timplement the settings by force!

® Convince them!
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Presenter
Presentation Notes
Just to conclude the last slide, remind the participants of the most important ideas.
Change the slide



Who is responsible for adjusting and monitoring
parental controls & privacy settings?

-

In general the answer is parents and other adults in the family, but also teachers and IT support
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Presentation Notes
Encourage discussion. In general the answer is parents and other adults in the family, but also teachers and IT support. What are the right settings? What should be allowed? What should be banned? Discuss.



Privacy settings and parental controls
- What have we learned in this lecture?

PR\ <N~ o WO
N/ - T

® What are privacy settings?

® What are parental controls?

® What can we do?

® What kind of data do we call personal?

® How should we talk to children about setting parental controls and other settings?
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Presentation Notes
Encourage participants to answer those questions. If they are not willing to answer – tell them. Use previous slides to help participants answer the questions
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Thank you

For more information,
please contact us at info@safespace.qa

1


Presenter
Presentation Notes
Closing slide – you can leave it on when participants approach you to ask additional questions or exchange contact details.



